

ASIS Certification Examination Development – Concepts to Scores

Certifications are designed to assess whether or not security practitioners possess the knowledge and experience established as the basic competency level required for the CPP, PCI or PSP designations.  The examination development process follows internationally-accepted procedures for establishing the content validity of the test and the reliability of the scores.

Job Analysis (Role Delineation)

The first step in development of the certification examinations is conducting a job analysis, or role delineation, to identify the important work functions required for safe and effective performance, and their relative importance in the actual practice of the job.  Job analyses are performed approximately every five years.

There are three major steps involved:

· A committee of job practitioners, specializing in the subjects covered by the examination, reviews the major areas of responsibility (i.e., domains of practice); the specific work-related tasks associated with each domain; and the knowledge and skills that are necessary to perform the tasks.  This Committee then prepares and submits the recommended “job outline” to the Professional Certification Board (PCB).

· The PCB reviews the Committee’s submission and approves the final version of the job analysis.

· The professional testing service retained by ASIS (PES) prepares a survey of a large, random sample of professionals in the field of the designation to validate that the job analysis accurately describes the job-related activities of practitioners.  This includes ranking the job tasks according to frequency, importance, and potential for harm if not performed.

Examination Specifications

· The importance of each domain, and of the relevant tasks, knowledge and skills within it, is decided by the survey of several thousand designation holders; the survey results determine the specifications of the examination.  The relative order of importance of the domains determines the percentage of the total test items allocated to each, and the test is based on this blueprint.  All forms of the examination that are developed based on each job analysis contain the same percentage of items in each domain.

Preparation of Examination Items

Items (questions) for the examination are obtained from the work of the Item Development Group established for each designation.  They are trained by PES in the many facets of test question development and meet on a one to two year basis.

After the items are drafted, they are reviewed at several different stages for content accuracy, consistency of style, appropriate reading level, psychometric soundness and freedom from cultural bias.  Reviews are conducted by:


· members of the PCB Test Management Committee primarily for content, but also for format, basic grammar and editorial concerns;

· PES editors with backgrounds in scientific/technical content and specific training in psychometric theory and multiple-choice item structure;

· Test Management Committee members at the time the items are used in a pre-test form;


· Test Management Committee members after the first use of an item if it deviates statistically from expected performance.

Examination Form Development

PES staff develop each new form of the examination by choosing the appropriate number of items for each domain from the bank of available test questions.  Members of the Test Management Committee then review the forms for approval.

Establishment of Passing Score

The passing score represents the minimum level of knowledge that candidates must demonstrate to pass the examination and achieve CPP certification.

After a new job analysis study is conducted and new examination specifications are developed, a passing point study is performed by the PCB for the first new form, under the guidance of the testing service and according to the widely-accepted Angoff method.  From the results of the study, the PCB establishes the number of examination questions that must be answered correctly in order to meet the “minimum competency” certification standard.

Equating of Examination Forms

Once the PCB establishes the passing score, all additional forms are developed according to the most current job analysis specifications.  They are “equated” in order to make them of comparable difficulty to the original.  “Equating” is a statistical process used to adjust for difficulty among forms that are constructed to be similar in difficulty level and content.  The process enables the scores on any two forms to be equivalent.

Examination Administration

After all editing and statistical work has been completed, a test form is ready for administration to candidates.  Item analysis from the administration provides yet another opportunity for the Test Management Committee and PES to evaluate test items.

Item Analysis

Test items are evaluated after a statistically-significant number of candidates have answered them in an examination environment.  If they are intended to be scored as part of the examination, their performance will be examined and any aberrant items will be called to the attention of, and reviewed by, the Test Management Committee.  The Committee examines them again to detect any possible flaws or ambiguities; if the changes need to be made, the scoring process incorporates credit for two or more answer options in the final scoring.  The item is revised before it is used again in another form.

If possible, the items are administered for the first time in a “pretest” form, i.e., they are included among the actual examination items but do not count toward the candidate’s score.  They receive the same kind of analysis, but any necessary revisions are made before the items are administered in a final examination.

Examination Scoring and Reporting

After all analyses are complete, the examinations are scored and candidates receive score reports that contain a breakdown, by domain, of the number of questions they answered correctly versus the total number of questions in the domain.  Passing candidates are told that they have met the passing score requirement.  Unsuccessful candidates are told that they will receive information about re-take procedures from the certification program office.
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